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1
USING STORAGE CONTROLLER BUS
INTERFACES TO SECURE DATA TRANSFER
BETWEEN STORAGE DEVICES AND HOSTS

BACKGROUND

1. Field

The present embodiments relate to storage devices for
computer systems. More specifically, the present embodi-
ments relate to techniques for using storage controller bus
interfaces to encrypt and decrypt data transferred between
storage devices and hosts connected to the storage devices.

2. Related Art

A modern computer system typically includes a mother-
board containing a processor and memory, along with a set of
peripheral components connected to the motherboard via a
variety of interfaces. For example, a Serial Advanced Tech-
nology Attachment (SATA) interface may {facilitate data
transfer between a storage device (e.g., hard disk drive
(HDD), optical drive, solid-state drive (SSD), hybrid hard
drive (HHD), etc.) and the motherboard, while a Peripheral
Component Interconnect Express (PCle) bus may enable
communication between the motherboard and a number of
integrated and/or add-on peripheral components.

Such data transfer within a computer system may be asso-
ciated with a number of security issues and/or disadvantages.
Inparticular, a storage device that stores and/or transmits data
in unencrypted plaintext form may be vulnerable to unautho-
rized access by an eavesdropper and/or attacker. For example,
the confidentiality of unencrypted data on an HDD may be
compromised while the data is at rest in the storage device
and/or in transit across the interface (e.g., SATA interface)
between the HDD and the computer system’s motherboard.
On the other hand, data that is encrypted by the HDD prior to
storage may be protected while at rest, but may also be unen-
crypted prior to transmission between the HDD and the moth-
erboard and thus vulnerable to unauthorized access outside
the HDD.

To further secure the data, a Central-Processing Unit
(CPU) on the motherboard may encrypt the data prior to
transmitting the data over an interface with the storage device.
As aresult, the confidentiality of the data may be maintained
both while the data is at rest and during transmission of the
data over the interface. However, CPU-based encryption of
stored data may require the CPU to sequentially retrieve the
data, copy the data, encrypt the copied data, and then transmit
the data to the storage device, thus increasing the computa-
tional overhead and/or power consumption of the computer
system.

Hence, what is needed is a mechanism for reducing the
power consumption and/or computational overhead associ-
ated with securing data storage and transfer in computer
systems.

SUMMARY

The disclosed embodiments provide a system that secures
data transfer between a storage device and a host. During
operation, the system obtains an input/output (I/0) command
and an encryption context associated with the I/O command
from a device driver executing on the host. Next, the system
uses a storage controller bus interface between the host and
the storage device to apply the encryption context to data
associated with the I/O command, wherein the encryption
context enables transmission of an encrypted form of the data
between the storage device and the host. Finally, the system
uses the storage controller bus interface to issue the I/O com-
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mand to the storage device, wherein the I/O command is
processed by the storage device.

Insome embodiments, after the /O command is completed
by the storage device, the system also notifies the device
driver of the completed I[/O command.

In some embodiments, obtaining the I/O command and the
encryption context from the host involves:

(1) obtaining a set of memory addresses associated with the
/O command and the encryption context from the
device driver; and

(i1) using direct memory access (DMA) to transfer the [/O
command and the encryption context from the memory
addresses on the host to a buffer on the storage controller
bus interface.

In some embodiments, the system processes the /O com-
mand based on the type of the /O command. If the I/O
command corresponds to a write command, the system uses
the encryption context to encrypt the data prior to issuing the
1/O command to the storage device. If the /O command
corresponds to a read command, the system uses the encryp-
tion context to decrypt the data after the [/O command is
processed by the storage device.

In some embodiments, if the /O command corresponds to
the read command, the system also transfers the decrypted
data to a set of memory addresses on the host (e.g., using
DMA) prior to notifying the device driver of the completed
1/O command.

In some embodiments, the encryption context is associated
with at least one of an application, a file, and a user. In other
words, the encryption context may enable the encryption of
data in the host at different encryption granularities, thus
providing more flexibility in securing data than conventional
block-based encryption and decryption on storage devices.

In some embodiments, the encryption context includes one
or more keys and an initial vector. For example, the keys
and/or initial vector may be used to perform AES-XTS
encryption of the data.

BRIEF DESCRIPTION OF THE FIGURES

FIG. 1 shows a schematic of a system in accordance with
the disclosed embodiments.

FIG. 2 shows a storage controller bus interface in accor-
dance with the disclosed embodiments.

FIG. 3 shows an exemplary encryption context in accor-
dance with the disclosed embodiments.

FIG. 4 shows a flowchart illustrating the process of secur-
ing data transfer between a storage device and a host in
accordance with the disclosed embodiments.

FIG. 5 shows a computer system in accordance with the
disclosed embodiments.

In the figures, like reference numerals refer to the same
figure elements.

DETAILED DESCRIPTION

The following description is presented to enable any per-
son skilled in the art to make and use the embodiments, and is
provided in the context of a particular application and its
requirements. Various modifications to the disclosed embodi-
ments will be readily apparent to those skilled in the art, and
the general principles defined herein may be applied to other
embodiments and applications without departing from the
spirit and scope of the present disclosure. Thus, the present
invention is not limited to the embodiments shown, but is to
be accorded the widest scope consistent with the principles
and features disclosed herein.
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The data structures and code described in this detailed
description are typically stored on a computer-readable stor-
age medium, which may be any device or medium that can
store code and/or data for use by a computer system. The
computer-readable storage medium includes, but is not lim-
ited to, volatile memory, non-volatile memory, magnetic and
optical storage devices such as disk drives, magnetic tape,
CDs (compact discs), DVDs (digital versatile discs or digital
video discs), or other media capable of storing code and/or
data now known or later developed.

The methods and processes described in the detailed
description section can be embodied as code and/or data,
which can be stored in a computer-readable storage medium
as described above. When a computer system reads and
executes the code and/or data stored on the computer-read-
able storage medium, the computer system performs the
methods and processes embodied as data structures and code
and stored within the computer-readable storage medium.

Furthermore, methods and processes described herein can
be included in hardware modules or apparatus. These mod-
ules or apparatus may include, but are not limited to, an
application-specific integrated circuit (ASIC) chip, a field-
programmable gate array (FPGA), a dedicated or shared pro-
cessor that executes a particular software module or a piece of
code at a particular time, and/or other programmable-logic
devices now known or later developed. When the hardware
modules or apparatus are activated, they perform the methods
and processes included within them.

The disclosed embodiments provide a method and system
for transferring data within a computer system. As shown in
FIG. 1, the computer system may include a storage device 110
such as a hard disk drive (HDD), a solid-state drive (SSD),
and/or a hybrid hard drive (HHD) connected to a processor
(e.g., Central-Processing Unit (CPU)) and/or memory in the
computer system through a storage controller bus interface
108 such as a Serial ATA (SATA) interface.

Storage device 110 may store data for an application 102
and/or a filesystem 104 executing on the processor. To access
and/or modify the data, application 102 may make a system
call for one or more files to filesystem 104, and filesystem 104
may issue an input/output (I/O) request corresponding to the
system call to a device driver 106 for storage device 110.
Next, device driver 106 may build an [/O command 114
containing a logical block address (LBA), number of blocks,
and/or other information related to the requested file(s) and
transmit /O command 114 over storage controller bus inter-
face 108 to storage device 110. Storage device 110 may then
process /O command 114 by reading from and/or writing to
the blocks specified in [/O command 114.

Those skilled in the art will appreciate that unencrypted
data on the computer system may be vulnerable to unautho-
rized access while the data is at rest on storage device 110
and/or being transmitted over storage controller bus interface
108. To mitigate such vulnerability, the data may be
encrypted by storage device 110 and/or a process executing
on a CPU of the computer system. For example, a controller
for storage device 110 may secure data on storage device 110
by encrypting the data using the 128-bit Advanced Encryp-
tion Standard (AES).

However, encryption of data by the CPU and/or storage
device 110 may be associated with a number of disadvan-
tages. First, data that is encrypted by storage device 110 may
be unencrypted for transmission over storage controller bus
interface 108 and thus vulnerable to snooping by an attacker.
On the other hand, data encryption by the CPU prior to
transmission over storage controller bus interface 108 to stor-
age device 110 may prevent unauthorized access to the data
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during both storage and transmission of the data but may also
increase the computational overhead and/or power consump-
tion of the computer system. For example, the CPU may
secure data during a write to storage device 110 by copying
the data from a first buffer to a second buffer, encrypting the
data in the second buffer, and then transferring the data to
storage device 110. The additional CPU cycles associated
with copying and encrypting the data may result in a corre-
sponding increase in the latency of the write, as well as the
amount of power consumed by the CPU in performing the
write.

In one or more embodiments, the system of FIG. 1 reduces
power consumption and/or latency associated with CPU-
based encryption of data on storage device 110 by performing
the encryption on storage controller bus interface 108. As
described above, application 102 and/or another component
of'the computer system may read and/or write data on storage
device 110 by making a system call to filesystem 104.

Next, filesystem 104 may provide an encryption context
112 for the system call to device driver 106. In one or more
embodiments, encryption context 112 enables transmission
of an encrypted form of the data between storage device 110
and the computer system. For example, encryption context
112 may include one or more keys and an initial vector foruse
with AES-XTS encryption of the data. Encryption context
112 may then be used to encrypt data on the computer system
prior to transmitting the data to storage device 110 and
decrypt data on the computer system after the data is received
from storage device 110. Encryption contexts are discussed in
further detail below with respect to FIG. 3.

Inone or more embodiments, filesystem 104 includes func-
tionality to manage the encryption and decryption of data at
different encryption granularities. For example, filesystem
104 may maintain a set of encryption contexts, including
encryption context 112, for use in encrypting and decrypting
data on storage device 110. Filesystem 104 may also assign
the keys and/or initial vector from each encryption to an
application, a file, and/or a user. Data associated with the
application, file, and/or user may then be encrypted and
decrypted using the corresponding encryption context. In
other words, filesystem 104 may provide more flexibility in
securing data on the computer system than a storage device
(e.g., storage device 110) and/or controller that performs
block-based encryption and decryption of data.

Once encryption context 112 is available, device driver 106
may place encryption context 112 into memory on the com-
puter system and provide a memory address for encryption
context 112 to storage controller bus interface 108. Device
driver 106 may also build I/O command 114 in memory based
on the system call and provide a memory address for 1/O
command 114 to storage controller bus interface 108. Storage
controller bus interface 108 may then use direct memory
access (DMA) to transfer /O command 114 and encryption
context 112 from the memory addresses on the computer
system to a buffer 116. Once /O command 114 and encryp-
tion context 112 are in buffer 116, storage controller bus
interface 108 may apply encryption context 112 to data asso-
ciated with I/O command 114 and issue I/O command 114 to
storage device 110 for processing by storage device 110, as
discussed in further detail below with respect to FIG. 2.

FIG. 2 shows storage controller bus interface 108 in accor-
dance with the disclosed embodiments. As described above,
storage controller bus interface 108 may be used to transmit
data between a storage device (e.g., storage device 110 of
FIG. 1) and a host (e.g., computer system). For example,
storage controller bus interface 108 may correspond to an
Advanced Host Controller Interface (AHCI) controller (e.g.,
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host bust adapter) that connects a SATA HDD to a mother-
board containing a CPU and memory on the host. Alterna-
tively, storage controller bus interface 108 may be imple-
mented by an integrated NAND controller for an SSD that
connects a set of NAND chips on the SSD to the motherboard.

Moreover, storage controller bus interface 108 may prevent
unauthorized access to the data by enabling both the storage
and transmission of an encrypted form of the data between the
storage device and the host. First, storage controller bus inter-
face 108 may use a memory interface 202 such as a Peripheral
Component Interconnect Express (PCle) interface and a
DMA engine 204 to obtain an [/O command (e.g., /O com-
mand 114 of FIG. 1) and an encryption context (e.g., encryp-
tion context 112 of FIG. 1) associated with the I/O command
from a device driver (e.g., device driver 106 of F1IG. 1) execut-
ing on the host. For example, the device driver may provide a
set of memory addresses associated with the I/O command
and the encryption context to storage controller bus interface
108, and DMA engine 204 may use memory interface 202 to
transfer the /O command, associated data, and/or encryption
context from the memory addresses on the host to buffer 116
without directly accessing the CPU of the host.

To protect the data, an encryption apparatus 206 in storage
controller bus interface 108 may apply the encryption context
to the data, thus enabling transmission of an encrypted form
of the data between the storage device and the host. For
example, encryption apparatus 206 may include a set of
encryption engines operating in parallel, with each encryp-
tion engine performing AES-XTS encryption on a portion of
the data using a set of keys and an initial vector from the
encryption context.

A command-processing apparatus 208 in storage control-
ler bus interface 108 may also process the /O command and
issue the [/O command over a storage device interface 210
(e.g., SATA interface) with the storage device for processing
by the storage device. For example, if the /O command
corresponds to a write command, encryption apparatus 206
may use the encryption context to encrypt the data before
command-processing apparatus 208 issues the [/O command
to the storage device. If the I/O command corresponds to a
read command, encryption apparatus 206 may use the
encryption context to decrypt the data after the I/O command
is processed by the storage device and the data is received
over storage device interface 210. Storage controller bus
interface 108 may then transfer the decrypted data to a set of
memory addresses on the host (e.g., using memory interface
202 and DMA engine 204) for use by the application and/or
component requesting the data.

Operation of storage controller bus interface 108 may fur-
ther be facilitated by setting the minimum block size for reads
and writes to memory (e.g., through memory interface 202) to
the block size used to encrypt and decrypt the data transmitted
over storage device interface 210. For example, the storage
device may correspond to an SSD with a page size of 4 KB.
Each page may thus correspond to the smallest unit of data
transferred between the storage device and storage controller
bus interface 108. In turn, the minimum block size of I/Os
over memory interface 202 may also be set to 4 KB to sim-
plify encryption and decryption of the data (e.g., by allowing
encryption apparatus 206 to encrypt and decrypt only full
pages).

After the I/O command is completed by the storage device,
storage controller bus interface 108 may notify the device
driver of the completed I/O command. For example, storage
controller bus interface 108 may transmit a notification of the
completed I/O command to the device driver through
memory interface 202. Storage controller bus interface 108
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may then obtain a new /O command and encryption context
from the device driver and process the new I/O command in
the manner described above until all outstanding /O com-
mands to the storage device have been completed.

Because encryption and decryption of data on the storage
device is provided by storage controller bus interface 108, the
data may be secured against unauthorized access both while
the data is at rest on the storage device and during transmis-
sion of the data between the storage device and the host (e.g.,
over storage controller bus interface 108). In addition, storage
controller bus interface 108 may reduce the performance
overhead and/or power consumption associated with CPU-
based encryption of the data. For example, a CPU may per-
form a write to the storage device by sequentially creating a
write command, copying data associated with the write com-
mand, performing encryption on the copy, and then transmit-
ting the write command and encrypted data to the storage
device. On the other hand, storage controller bus interface
108 may encrypt data associated with a write command with-
out copying the data and/or while other /O commands are
being created, transmitted, and/or processed by the CPU and/
or storage device. Similarly, the offloading of data encryption
from the CPU to storage controller bus interface 108 may
reduce the power consumption associated with the encryption
from more than 10 W to less than 3 W.

FIG. 3 shows an exemplary encryption context in accor-
dance with the disclosed embodiments. The encryption con-
text may be stored in an encryption context table with other
encryption contexts, and entries in the encryption context
table may be matched to I/O commands in a Command List
(e.g., AHCI Command List) for a storage controller bus inter-
face, such as storage controller bus interface 108 of FIG. 1.
For example, an encryption context in the encryption context
table may share an index with the corresponding /O com-
mand in the Command List. The encryption context and I/O
command may then be retrieved by providing the index to
both the encryption context table and Command List.

As shown in FIG. 3, the encryption context may be com-
posed of 16 32-bit data words. The first data word (e.g.,
“DWO0”) may contain a block size 302, a set of reserved bits
304, and an enable bit 306. Block size 302 may specity the
length of each block to be encrypted and may be expressed as
a 2" multiplier of 4096 bytes. For example, a value of 0 for
block size 302 may indicate that each block is 4096 bytes
long, a value of 1 may indicate that each block is 8192 bytes
long, and a value of 2 may indicate that each block is 16384
bytes long. In the second half of the first data word, reserved
bits 304 may be cleared to 0, and enable bit 306 may be used
to enable or disable encryption and/or decryption of data
associated with the encryption context. For example, enable
bit 306 may be set to enable encryption of the blocks and
cleared to disable encryption of the blocks.

The second data word (e.g., “DW1”") may contain a block
count 308 indicating the number of blocks to be encrypted
using the encryption context. Block count 308 may be used by
aDMA engine (e.g., DMA engine 204 of FIG. 2) to determine
how much data will need to be fetched from an initial vector
table. In addition, an initial vector table address 310 and an
initial vector table address upper 312 in the third and fourth
data words (e.g., “DW2” and “DW3”’) may specify a 64-bit
address for the initial vector table.

Finally, the remainder of the encryption context (e.g.,
“DW4” through “DW15”) may include two 128-bit keys 314-
316 and one 128-bit initial vector 318 for use in AES-XTS
encryption of the data. As aresult, the encryption context may
be structured such that for an I/O with a size of 4 KB, only a
fetch of the encryption context from the encryption context
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table is necessary, and a separate fetch of the initial vector
table using initial vector table address 310 and initial vector
table address upper 312 is not required.

FIG. 4 shows a flowchart illustrating the process of secur-
ing data transfer between a storage device and a host in
accordance with the disclosed embodiments. In one or more
embodiments, one or more of the steps may be omitted,
repeated, and/or performed in a different order. Accordingly,
the specific arrangement of steps shown in FIG. 4 should not
be construed as limiting the scope of the embodiments.

Initially, an I/O command and an encryption context asso-
ciated with the I/O command are obtained from a device
driver executing on the host (operation 402). To obtain the [/O
command and encryption context, a set of memory addresses
associated with the /O command and encryption context may
be obtained from the device driver. DM A may then be used to
transfer the [/O command and encryption context from the
memory addresses on the host to a buffer on a storage con-
troller bus interface between the host and storage device.

The storage controller bus interface may process the I/O
command by applying the encryption context to data associ-
ated with the I/O command and issuing the I/O command to
the storage device for processing by the storage device. The
encryption context may enable the transmission of an
encrypted form of the data between the storage device and the
host, thus protecting the confidentiality of the data. In addi-
tion, the storage controller bus interface may apply the
encryption context to data associated with an application, a
file, and/or a user. In other words, the encryption context may
allow data in the host to be encrypted at different encryption
granularities, thus providing more flexibility in securing data
than conventional block-based encryption and decryption on
storage devices.

Furthermore, the storage controller bus interface may pro-
cess the I/O command based on the type of the I/O command
(operation 404). If the /O command corresponds to a read
command, the storage controller bus interface may issue the
1/0 command to the storage device (operation 406), then use
the encryption context to decrypt the data (operation 408)
after the data is retrieved from the storage device. Once the
data is decrypted, the storage controller bus interface may
transfer the decrypted data to a set of memory address on the
host (operation 410) for use by the host. If the /O command
corresponds to a write command, the storage controller bus
interface may encrypt the data (operation 412) to be written
before issuing the [/O command to the storage device (opera-
tion 414). Finally, after the I/O command is completed by the
storage device and/or the storage controller bus interface, the
device driver is notified of the completed I/O command (op-
eration 416).

FIG. 5 shows a computer system 500 in accordance with
the disclosed embodiments. Computer system 500 may cor-
respond to an apparatus that includes a processor 502,
memory 504, storage 506, and/or other components found in
electronic computing devices. Processor 502 may support
parallel processing and/or multi-threaded operation with
other processors in computer system 500. Computer system
500 may also include input/output (I/O) devices such as a
keyboard 508, a mouse 510, and a display 512.

Computer system 500 may include functionality to execute
various components of the present embodiments. In particu-
lar, computer system 500 may include an operating system
(not shown) that coordinates the use of hardware and software
resources on computer system 500, as well as one or more
applications that perform specialized tasks for the user. To
perform tasks for the user, applications may obtain the use of
hardware resources on computer system 500 from the oper-
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ating system, as well as interact with the user through a
hardware and/or software framework provided by the oper-
ating system.

In one or more embodiments, computer system 500 pro-
vides a system for securing data transfer between a storage
device (e.g., storage 506) and a host. The system may include
a device driver and a storage controller bus interface between
the host and the storage device. The device driver may execute
on the host and provide an input/output (I/O) command and
an encryption context associated with the /O command to the
storage controller bus interface. The storage controller bus
interface may apply the encryption context to data associated
with the /O command to enable transmission of an encrypted
form of the data between the storage device and the host. The
storage controller bus interface may also issue the [/O com-
mand to the storage device for processing of the /O command
by the storage device. Finally, the system may also include a
filesystem that creates and manages the encryption context
during use of the storage device by the host.

In addition, one or more components of computer system
500 may be remotely located and connected to the other
components over a network. Portions of the present embodi-
ments (e.g., device driver, storage controller bus interface,
filesystem, storage device, etc.) may also be located on dif-
ferent nodes of a distributed system that implements the
embodiments. For example, the present embodiments may be
implemented using a cloud computing system that transfers
data between a remote storage device and a host.

The foregoing descriptions of various embodiments have
been presented only for purposes of illustration and descrip-
tion. They are not intended to be exhaustive or to limit the
present invention to the forms disclosed. Accordingly, many
modifications and variations will be apparent to practitioners
skilled in the art. Additionally, the above disclosure is not
intended to limit the present invention.

What is claimed is:

1. A method for securing data transfer between a storage
device and a host, the method comprising:

obtaining a set of memory addresses associated with an

input/output (I/O) command and an encryption context
associated with the I/O command from a device driver
executing on the host;
using direct memory access (DMA) to transfer the 1/0
command and the encryption context from the set of
memory addresses to a buffer on a storage controller bus
interface between the host and the storage device;

applying the encryption context to data associated with the
1/0 command using the storage controller bus interface,
the encryption context to enable transmission of an
encrypted form of the data between the storage device
and the host; and

issuing the I/O command to the storage device for process-

ing.

2. The method of claim 1, further comprising:

after the I/O command is completed by the storage device,

notifying the device driver of the completed I/O com-
mand.

3. The method of claim 1, wherein using the DMA com-
prises using a DMA engine to transfer to or from the memory
addresses on the host without directly accessing a central
processor of the host.

4. The method of claim 1, wherein applying the encryption
context to the data associated with the I/O command com-
prises:

using the encryption context to encrypt the data prior to

issuing the I/O command to the storage device when the
1/0 command corresponds to a write command; and
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using the encryption context to decrypt the data after the
1/0O command is processed by the storage device when
the I/O command corresponds to a read command.

5. The method of claim 4, wherein if the I/O command
corresponds to the read command, the method further com-
prises:

transferring the decrypted data to a set of memory
addresses on the host.

6. The method of claim 1, wherein the encryption context is

associated with at least one of an application, a file, and a user.

7. The method of claim 1, wherein the encryption context
comprises:

one or more keys; and

an initial vector.

8. A system for securing data transfer between a storage
device and a host, the system comprising:

a storage controller bus interface, to apply an encryption
context to data associated with an input/output (I/O)
command, the encryption context to enable transmission
of an encrypted form of the data between the storage
device and the host and to issue the /O command to the
storage device for processing; and

adevice driver to execute on the host and to provide a set of
memory addresses associated with the /O command
and the encryption context to the storage controller bus
interface and to configure a direct memory access
(DMA) transfer for the I/O command and the encryption
context from the set of memory addresses to the storage
controller bus interface.

9. The system of claim 8, further comprising:

a filesystem configured to create and manage the encryp-
tion context during use of the storage device by the host.

10. The system of claim 8, wherein after the /O command
is completed by the storage device, the storage controller is
further configured to:

notify the device driver of the completed I/O command.

11. The system of claim 8, wherein the storage controller
bus interface couples witha DMA engine to perform transfers
to or from the host.

12. The system of claim 8, wherein applying the encryption
context to the data associated with the I/O command com-
prises:

ifthe /O command corresponds to a write command, using
the encryption context to encrypt the data prior to issuing
the I/O command to the storage device; and

if the I/O command corresponds to a read command, using
the encryption context to decrypt the data after the 1/O
command is processed by the storage device.

13. The system of claim 12, wherein if the /O command
corresponds to the read command, the storage controller bus
interface is further configured to:

transfer the decrypted data to a set of memory addresses on
the host.

14. The system of claim 13, wherein the decrypted data is

transferred to the set of memory addresses using DMA.

15. The system of claim 8, wherein the encryption context
is associated with at least one of an application, a file, and a
user.

16. The system of claim 8, wherein the encryption context
comprises:

one or more keys; and

an initial vector.

17. A non-transitory computer-readable storage medium
storing instructions that when executed by one or more pro-
cessors cause the one or more processors to perform opera-
tions for securing data transfer between a storage device and
a host, the operations comprising:
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obtaining an input/output (I/O) command and an encryp-
tion context associated with the I/O command from a
device driver executing on the host;

applying the encryption context to data associated with the

1/0O command using a storage controller bus interface,
the encryption context to enable transmission of an
encrypted form of the data between the storage device
and the host;

encrypting the data using the storage controller bus inter-

face prior to issuing the [/O command to the storage
device when the [/O command corresponds to a write
command; and

decrypting the data using the storage controller bus inter-

face after the I/O command is processed by the storage
device when the I/O command corresponds to a read
command.

18. The computer-readable storage medium of claim 17,
additionally including instructions to perform further opera-
tions comprising:

after the I/O command is completed by the storage device,

notifying the device driver of the completed I/O com-
mand.

19. The computer-readable storage medium of claim 17,
wherein obtaining the I/O command and the encryption con-
text from the host comprises:

obtaining a set of memory addresses associated with the

/O command and the encryption context from the
device driver; and

using direct memory access (DMA) to transfer the 1/0

command and the encryption context from the memory
addresses on the host to a buffer on the storage controller
bus interface.

20. The computer-readable storage medium of claim 19,
wherein using the DMA comprises using a DMA engine to
transfer to or from the memory addresses on the host without
directly accessing a central processor of the host.

21. The computer-readable storage medium of claim 17,
additionally including instructions to perform further opera-
tions comprising:

transferring the decrypted data to a set of memory

addresses on the host when the I/O command corre-
sponds to the read command.
22. The computer-readable storage medium of claim 17,
wherein the encryption context is associated with at least one
of an application, a file, and a user.
23. The computer-readable storage medium of claim 17,
wherein the encryption context comprises:
one or more keys; and
an initial vector.
24. A method comprising:
obtaining an input/output (I/O) command and an encryp-
tion context associated with the I/O command from a
device driver executing on a host, wherein obtaining the
1/0O command and the encryption context from the host
includes transferring the I/O command and the encryp-
tion context from a set of memory addresses on the host
to a buffer on a storage controller bus interface;

applying the encryption context to data associated with the
1/0 command using the storage controller bus interface,
the encryption context to enable transmission of an
encrypted form of the data between a storage device and
the host;

encrypting the data using the storage controller bus inter-

face prior to issuing the [/O command to the storage
device; and



US 9,152,825 B2
11

decrypting the data using the storage controller bus inter-
face after the I/O command is processed by the storage
device.
25. The method of claim 24, wherein the transferring is
performed using direct memory access (DMA). 5
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